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What will they find... when they find you?

Comprehensive Penetration
Testing and Remediation

Available in three levels, MerIT’s Net Assess
delivers comprehensive vulnerability and
penetration testing of external attack surfaces
and internal networks, provides detailed reports
on findings, and remediation for troubled areas.

Net Assess Level | - External Attack Surface

e Internet facing scans with comprehensive reports

e Work with staff and vendors to remove unneces-
sary vectors and secure required vectors

e Remediate existing vulnerabilities

Net Assess Level Il - Internal Pen-Testing

e Vulnerability and penetration testing of internal
network devices, hosts, and devices

e Comprehensive reporting of findings and action

items
Net Assess Level Ill - Remediation

e Work with staff and vendors to resolve discovered
vulnerabilities (bios/firmware updates,
host patching/updates, 3rd party vulnerabilities)
Provide security centric review of network,
systems, design, operations, and practices and

procedures

Power Behind the Service

Internal and External vulnerability and
penetration testing leveraging OpenVAS

with tens of thousand of up to date plugins and
definitions

Exhaustive scanning of internal hosts,

Systems, and devices

Exhaustive port categorization

256-bit SSL/TLS encrypted communications
AES 256 encrypted data

Comprehensive reporting including attack
surface mapping, per-host exposure, CVE &
vulnerability specific identification and action
points

Industry leading geo-dispersed scanning

platforms

Available as quarterly or one-time service

For more info visit www.merit-group.us




